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Cybersecurity Guided Notes

Lesson 2.2.2 - Principles of Social Engineering
Name:         Class:        Date:     

1. What is social engineering, and how does it exploit human biases? 

2. Explain how biases influence behavior in social engineering attacks. 

3. What are the principles commonly used in social engineering attacks, and how do they exploit biases? 



2Copyright © 2024 Cyber Innovation Center
All Rights Reserved. Not for Distribution.

4. How can individuals defend against social engineering attacks? 

5. Provide examples of phishing attacks and explain why they serve as learning tools for preventing 
future attacks. 


